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Introduction
In the contemporary era, artificial intelligence (AI) has 
garnered significant prominence, exerting a profound 
influence on both technological and industrial sectors. 
While AI has recently become a focal point of media at-
tention, often hailed as a groundbreaking technological 
revolution, it is, in fact, a field that has been under contin-
uous development for over six decades [1]. The journey 
of AI’s evolution has been characterized by both incre-
mental advancements and revolutionary breakthroughs, 
which have collectively transformed how we interact 
with technology and envision its potential.

The growing influence of AI has sparked intense debates 
about its future role, particularly concerning its potential 
to replace human labor across various sectors. As AI con-
tinues to advance, there is a widespread concern about the 
displacement of human workers from critical areas of the 
economy, particularly in industries like manufacturing, 
healthcare, finance, and even creative fields. This anxi-
ety is compounded by the rapid pace of automation and 
the increasing sophistication of AI systems, which are 
capable of performing tasks that were once considered 
uniquely human. While some argue that AI will create 
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new opportunities by fostering innovation and efficiency, 
others fear that it could lead to significant unemployment 
and socioeconomic disruption.

At the same time, as AI’s technical capabilities expand, 
there is a growing recognition of the need to ensure that 
its power remains under human oversight. The central 
question is not whether AI will become more autono-
mous, but rather how its development can be steered in 
ways that align with human values and ethics. This con-
cern has led to calls for more robust regulatory frame-
works and ethical guidelines to govern the development 
and deployment of AI technologies. The stakes are high, 
as AI is poised to fundamentally reshape not only indus-
tries but also societal structures, influencing everything 
from healthcare delivery to national security.

In light of these developments, there is a pressing need to 
establish clear and effective ethical guidelines and regu-
latory standards to manage the complexities of AI. As AI 
technologies increasingly shape the future of industries 
and society, it becomes essential to adopt systematic and 
innovative approaches to address the regulatory, ethical, 
and standardization challenges that accompany AI’s in-
tegration into various sectors. Currently, AI technologies 
have been widely adopted across numerous fields, yet 
this widespread implementation has occurred without the 
benefit of comprehensive, universally accepted standards 
or formal regulations. This gap has raised concerns about 
the potential risks associated with AI, such as biases in 
decision-making, lack of transparency in algorithms, and 
issues related to accountability in the event of system fail-
ures.

To navigate these challenges and mitigate potential risks, 
the formulation of clear technical regulations, testing pro-
tocols, and legal frameworks is critical. These measures 
would not only ensure the safe and responsible develop-
ment of AI but also align its trajectory with broader soci-
etal values, including fairness, transparency, and account-
ability. Establishing such frameworks would provide a 
foundation for the ethical development and deployment 
of AI, guiding its use in ways that benefit society as a 
whole. Given the increasing role that AI is likely to play 
in shaping the future, the importance of these regulatory 
and ethical considerations cannot be overstated. Without 
a clear, structured approach to governance, AI’s integra-
tion into society risks becoming a source of unintended 
consequences and inequities [2-4].

As we move forward, it is crucial that policymakers, 
industry leaders, and researchers collaborate to create a 

comprehensive set of standards and regulations for AI. 
This effort must be global in scope, recognizing that AI 
technologies transcend national Borders and require in-
ternational cooperation to ensure their safe and ethical 
deployment Furthermore, it is essential that these regu-
lations be adaptable, as AI technologies are evolving rap-
idly, and the legal and ethical landscape must evolve in 
tandem with these technological advancements [5].

Potential Detriments Stemming from Artificial Intel-
ligence
As artificial intelligence (AI) has permeated nearly all 
fields and disciplines, it poses diverse and significant 
risks to humanity, its knowledge, relationships, and ethi-
cal principles. The presence of AI gives rise to numerous 
potential losses, including losses of human autonomy, in-
dividuality, stability, and character [6]. Below, several of 
these critical risks are elaborated upon: 

1. Loss of Human Autonomy: 
AI’s ability to evolve autonomously by learning from 
past experiences and activities introduces the possibility 
of diminishing human involvement across various fields. 
As AI continues to develop and refine its capabilities, 
it increasingly takes on tasks that were traditionally the 
responsibility of humans. Even in cases where humans 
are still formally responsible for certain duties, the un-
derlying operations are often carried out by AI systems. 
This trend raises concerns about the gradual erosion of 
human agency. For instance, in industries like healthcare, 
AI systems can assist in diagnosis or even carry out pro-
cedures, and while medical professionals may oversee 
these actions, the decision-making process and execution 
are primarily handled by AI. Over time, this could lead 
to human operators being relegated to supervisory roles 
rather than active participants. As AI becomes more capa-
ble and independent, the scope of human involvement in 
these domains could diminish further, leading to a future 
where human judgment is less central, potentially dimin-
ishing individual autonomy and accountability. The more 
AI systems integrate into daily functions, the greater the 
risk that humans will be sidelined, leading to an increas-
ing dependency on AI for critical decisions, with human 
judgment becoming less influential.

2. Loss of Character: 
   One of the more profound dangers associated with the 
advancement of AI is its potential to contribute to the 
engineering of new forms of human life through genet-
ic manipulation. As AI plays an increasing role in fields 
like genetic editing and biotechnology, it could facilitate 
the development of genetically modified humans or even 



46 Advances in the standards & applied sciences 2025; 3 (2)

entirely new forms of life. While the potential benefits 
of such technologies include the eradication of certain 
diseases and enhancements to human capabilities, there 
are significant ethical concerns. The use of AI in genetic 
modification could exacerbate existing social inequal-
ities, particularly if certain genetic traits are selectively 
enhanced or if the process is accessible only to certain 
socioeconomic groups. Furthermore, these genetic al-
terations could inadvertently widen racial differences or 
give rise to new forms of social and racial discrimination, 
as people with genetically enhanced traits may be viewed 
as superior to others. The introduction of such modifica-
tions could also lead to the creation of genetic “classes” 
in society, where individuals’ worth and opportunities 
are determined by their genetic makeup rather than their 
skills or character. This could fuel social unrest and create 
deeply entrenched inequalities. As AI continues to shape 
the future of genetic engineering, careful consideration 
and regulation will be necessary to prevent unintended 
consequences that could harm social cohesion and deep-
en racial or social divides.

3. Unbounded Growth of AI: 
The pace of AI development is outstripping human prog-
ress at an alarming rate, creating the potential for scenar-
ios where AI systems could quickly spiral beyond human 
control. As AI becomes more sophisticated, its ability to 
perform complex tasks with minimal human input grows 
exponentially. This rapid expansion could lead to situa-
tions where AI operates in ways that are difficult to pre-
dict or manage. For example, an AI system designed for 
one specific task could evolve or adapt in unexpected 
ways, becoming a tool capable of decisions and actions 
that were not anticipated during its design. This escala-
tion could manifest in AI systems surpassing human un-
derstanding or decision-making capacity, leading to sce-
narios where humans are unable to control or halt the AI’s 
actions. In industries like finance, military operations, or 
healthcare, the consequences of losing control over AI 
could be catastrophic. The unchecked growth of AI might 
lead to systems that function autonomously without hu-
man oversight, further accelerating this loss of control.

4. Direct Harm by AI: 
AI, by its very nature, lacks inherent moral values, 
which introduces significant risks regarding its potential 
to cause harm independently. While AI systems are de-
signed to perform specific functions, their lack of ethical 
grounding could result in them making decisions or tak-
ing actions that are harmful or detrimental to humanity, 
even when no explicit intent to harm exists. For exam-
ple, an AI programmed to maximize efficiency in a fac-

tory setting might optimize processes in ways that harm 
workers or the environment, simply because these factors 
were not considered in its algorithm. This indifference 
to human well-being is especially troubling when the AI 
operates autonomously, as it may prioritize operational 
goals over ethical considerations. Without a clear moral 
framework, AI systems could also develop behaviors that 
are self-serving, acting in ways that benefit the AI sys-
tem or its creators rather than the broader public. In more 
extreme cases, AI could evolve into a malevolent tool if 
its objectives conflict with human interests. As AI contin-
ues to be integrated into critical sectors like healthcare, 
defense, and transportation, the lack of moral reasoning 
in these systems could lead to dangerous, unintended 
consequences. To mitigate these risks, it is essential to 
develop AI technologies that are not only functional but 
also aligned with ethical guidelines to ensure that they 
prioritize human safety and welfare above all else.

5. Harm in the field of youth:
In the field of activities related to young people, there is 
always the possibility of problems and damages caused 
by artificial intelligence. These injuries can be caused 
by chat-bots that young people use for educational and 
scientific purposes and try to get guidance to solve var-
ious scientific problems in front of them. These robots, 
in addition to taking the opportunity and motivation of 
trying to learn correctly and usefully from young people 
and giving them easier shortcuts, may sometimes provide 
wrong guidance or contrary to the goals of educational 
systems.

Standardization objectives
In April 2019, the European Union took its first step to 
create an ethical framework for artificial intelligence 
by creating a bill entitled “Ethical Guidelines for Trust-
worthy Artificial Intelligence”.
And in 2021, this law took a step forward with the release 
of the draft Artificial Intelligence Act (AIA).
According to the results The AIA will become regulations 
in 2024 and take effect in 2027.
The advantage that AIA has over other standard frame-
works is not that it is the first, as there were frameworks 
before it, such as Graham Webster, which was adopted in 
China in 2017.
What sets AIA apart from other frameworks is that it is 
not limited to the European Union and can be supplied 
and used in any system or country that uses artificial in-
telligence.
In 2016, the U.S. National Artificial Intelligence Re-
search and Development Strategic Plan identified ten key 
areas for standardization. These areas included software 
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engineering, implementation, security, privacy, traceabil-
ity, and application [7].
As artificial intelligence (AI) continues to advance rapidly, 
two major organizations have taken the initiative to develop 
frameworks and practical standards for this field: The In-
ternational Organization for Standardization (ISO) and the 
Institute of Electrical and Electronics Engineers (IEEE). De-
spite the rapid pace of AI development and the inherent chal-
lenges in predicting its potential impacts, these Organization 
aim to make progress in six key, complex areas of AI. The 
following sections outline these focal areas [8].

1. Ethics
Current advancements in the research, development, and 
application of AI systems have fostered extensive dis-
course on the ethics of artificial intelligence [9]. Ethics is 
inherently linked to human behavior and is typically not 
expected to be present in non-human entities. AI, sim-
ilarly, cannot be expected to inherently embody ethical 
judgment, even though it excels in decision-making. Eth-
ics is not an innate attribute but an acquired characteristic 
shaped by diverse cultural values, perspectives, and so-
cial environments. AI may often prioritize strict rule ad-
herence without ethical considerations, an approach that 
risks overlooking essential moral factors. However, as 
there are generally no boundaries to human aspirations, 
efforts in standardization are underway to incorporate 
ethical principles such as fairness, integrity, and other 
moral considerations into AI frameworks.

2. Reliability
Also The issue of trust in artificial intelligence is both 
critical and pressing. When an AI system demonstrates 
reliability and proves to be “trustworthy,” it has the po-
tential not just to supplement human decision-making 
but, over time, to completely replace it. This substitution 
might even extend to situations outside the AI’s original 
scope of design. For example, a user engaging with a 
therapeutic Chat bot might begin to rely on its advice, 
assuming the AI is capable of addressing situations be-
yond its programmed parameters. Another dimension of 
misplaced trust is when individuals overestimate an AI 
system’s ability to prevent harm. A notable instance could 
involve someone using a robotic exoskeleton who erro-
neously believes the device will alert them to hazards, 
despite the absence of such a feature. [10]

3. Discrimination
Historically, humanity has grappled with various forms of 
discrimination based on race, ethnicity, and social class. 
These biases, created and perpetuated by humans, are 
now manifesting in AI, which inherits certain biases from 

its creators. Operating at a large scale and impacting large 
groups of people, automated systems can make conse-
quential and sometimes contestable decisions. Automated 
decisions can impact a range of phenomena, from credit 
scores to insurance payouts to health evaluations. These 
forms of automation can become problematic when they 
place certain groups or people at a systematic disadvan-
tage. These are cases of discrimination-which is legally 
defined as the unfair or unequal treatment of an individ-
ual (or group) based on certain protected characteristics 
(also known as protected attributes) such as income, edu-
cation, gender, or Ethnicity. [11]
 Therefore, establishing standards to minimize these bi-
ases is crucial. Measures such as competency-based as-
sessments and rigorous, objective testing based on actual 
individual abilities can help mitigate discrimination in 
AI, even though fully eliminating bias may be challeng-
ing. With sustained effort and precise oversight, progress 
toward bias reduction is feasible.

4. Privacy and Security  
Privacy is one of the most consistently cited concerns 
when it comes to artificial intelligence technologies. Yet, 
the concept of “privacy” itself remains somewhat ambig-
uous and difficult to define precisely. As a result, people’s 
apprehensions about privacy are often unclear or poorly 
articulated, which makes addressing them a complex task. 
It also complicates efforts to explain how AI systems may 
or may not pose risks to individual interests. A common 
perspective on privacy emphasizes the ability to control 
personal information, typically framed as the right to re-
strict others from accessing or using one’s data without 
explicit consent. However, as AI continues to evolve, the 
boundaries of this right are increasingly tested. [12]
AI is a highly powerful tool, largely due to its ability to 
process vast amounts of data and simultaneously access 
extensive information from users. In social media, for in-
stance, while users gain access to more tailored content, 
they inadvertently disclose a considerable amount of per-
sonal information. However, if examined beyond a pure-
ly optimistic lens, significant risks emerge, with privacy 
breaches posing serious concerns. A breach of privacy 
can lead to consequences with potentially severe finan-
cial, physical, and identity-related implications. Thus, it 
is essential to establish standards that govern data pro-
cessing, storage, and use. Standards should restrict AI to 
only necessary and relevant data collection. Additionally, 
techniques such as encryption and anonymization can be 
employed to enhance data protection. AI systems are also 
vulnerable to attacks by malicious actors seeking to ex-
ploit personal information for extortion, making it essen-
tial to strengthen safeguards against these threats.
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5. Liability
The question of who should bear responsibility for the ac-
tions or outcomes of AI systems is the focus of an ongoing 
and dynamic debate. Central to this discussion is whether 
new liability frameworks are needed and how they should 
be structured. Liability rules serve a crucial function—
they incentivize risk management by assigning account-
ability based on specific criteria, such as negligence or 
strict liability. The choice between these approaches has 
significant implications for how organizations design and 
implement AI technologies, as well as for addressing po-
tential harms caused by their use. [13]
When humans undertake an activity, they are fully ac-
countable for the outcomes, from initiation to comple-
tion. In cases of positive outcomes, recognition is due to 
those responsible, while in cases of errors or harm, those 
at fault are held accountable. However, the question aris-
es as to whether AI can bear Liability in the same way. 
Can AI be held responsible for its actions, and can we 
assign credit or blame based on its decisions?
 In cases of adverse outcomes involving AI, determin-
ing Liability is challenging. Establishing standards for 
accountability in AI would clarify roles, responsibilities, 
and appropriate responses, ensuring that both beneficiaries 
and those negatively impacted have a clear avenue for re-
course. This remains one of the critical challenges within 
the field of AI.

6. Controllability
From the earliest moments of artificial intelligence be-
coming famous and starting to become more operational, 
there have always been whispers that artificial intelli-
gence may dominate humans one day, so that many peo-
ple harbor this fear that maybe a time will come. When 
humans can no longer control artificial intelligence, this 
artificial cloud, and that’s when the relationship between 
humans and artificial intelligence may be disrupted or 
even reversed.
If left uncontrolled, AI can have serious implications for 
society, including increased inequality and loss of pri-
vacy. To mitigate these risks, there are several tools that 
can be used, including regulations and standards, ethical 
frameworks, auditing and accountability, collaborative 
development, and education and awareness. By taking a 
responsible and ethical approach to the development and 
use of AI, we can help to ensure that this powerful tech-
nology benefits society while minimizing the potential 
risks and negative consequences. [14]
In this field, as much as fear is felt, the need for measures 
and standards to keep artificial intelligence under eter-
nal control is also felt. Now we have to see what is the 
practical and long-term solution of artificial intelligence 
controllers to maintain the position of the controller and 
not the controlled, and how long it will continue.
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involvement of multiple stakeholders. Institutions like ISO and IEEE play pivotal roles in establishing 
technical standards. However, this endeavor cannot succeed without contributions from 
governments, industries, and other key groups. Governments are uniquely positioned to develop 
regulatory frameworks that provide oversight and accountability. At the same time, industries can 
offer valuable insights into the practical implementation of AI systems, ensuring that proposed 
guidelines align with real-world applications. Additionally, advocacy groups and civil society 

 

From le  to right:  

1- AI systems shall not deploy subliminal techniques beyond a person’s consciousness to alter their 
unconscious including a tude, emo ons, etc.  

2- AI system shall not exploit any of the vulnerabili es of a specic group of persons including 
elderly, children or their caregivers, etc.  

3- AI systems shall not be used for the evalua on or classica on of natural persons including 
gender, ethnicity, etc.  

4- AI systems shall not use real- me remote biometric iden ca on in publicly accessible spaces 
unless by law enforcement authori es.  Figure 1. Prohibited AI categories

From lef to right: 
1. AI-based systems should not utilize subliminal methods beyond the consciousness of users or relevant people 
to unconsciously alter their perception, atitude, emotions, etc. 
2. AI system shall not exploit any of the vulnerabilities of a specific group of persons including elderly, children or 
their caregivers, etc.
3. AI-based systems should not discriminatingly evaluate or categorize people in terms of gender, ethnicity, etc.
4. AI-based systems should not use real-time remote biometricidentification in publicly accessible spaces unless 
authorized by jurisdictions.
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The European council for regulation of AI prohibits AI 
practices that might lead to physical or psychological 
Harm. Some of the known situations are described in 
Fig.1. from [4].

Conclusion:
Standardizing artificial intelligence (AI) presents chal-
lenges that extend well beyond technical considerations, 
encompassing a diverse array of complex ethical, socie-
tal, and interdisciplinary issues. The growing global in-
terest in AI’s impact has prompted influential organiza-
tions, such as the IEEE, the European Union (EU), and 
the Organization for Economic Co-operation and Devel-
opment (OECD), to introduce a range of declarations and 
guiding principles aimed at addressing these multifaceted 
concerns [15]. These initiatives signal the emergence of 
an international consensus on the critical importance of 
establishing frameworks to manage the ethical, technical, 
and societal implications of AI.
While such efforts are promising, their effectiveness hing-
es on the active and collaborative involvement of multi-
ple stakeholders. Institutions like ISO and IEEE play piv-
otal roles in establishing technical standards. However, 
this endeavor cannot succeed without contributions from 
governments, industries, and other key groups. Gov-
ernments are uniquely positioned to develop regulatory 
frameworks that provide oversight and accountability. At 
the same time, industries can offer valuable insights into 

the practical implementation of AI systems, ensuring that 
proposed guidelines align with real-world applications. 
Additionally, advocacy groups and civil society organi-
zations contribute by emphasizing broader societal con-
siderations, such as equity, inclusivity, and public trust.
A significant challenge in this standardization process 
is the need for flexibility. Given the rapid pace and 
wide-ranging advancements in AI, rigid frameworks 
risk becoming obsolete. Consequently, it is imperative to 
design standards that are not only robust but also adapt-
able. These standards must allow for periodic review and 
updates to remain relevant as new technologies and use 
cases emerge. By incorporating mechanisms for iterative 
refinement, the international community can ensure that 
these guidelines effectively address both current chal-
lenges and future developments.
Ultimately, achieving a comprehensive and resilient 
framework for AI standardization requires coordinated 
global efforts across sectors and nations. A unified ap-
proach is essential to defining and implementing princi-
ples that address the wide spectrum of challenges posed 
by AI, while maintaining the agility to keep pace with its 
continuous evolution. By fostering collaboration among 
diverse stakeholders, the global community can move 
closer to a shared vision of ethical, sustainable, and ben-
eficial AI, ensuring that its advancements contribute pos-
itively to humanity as a whole.

Figure 2. Benefits of AI Standards

AI standards ensure that AI systems meet predefined criteria for safety, reliability, 
and ethical behavior. This instills confidence among users and stakeholders

Foster innovation By providing a common foundation for development and 
interoperability, AI standards promote innovation and competitiveness in the 
global market.

harmonized standards facilitate market access for AI products and services

identify and mitigate risks associated with AI deployment, 
contributing to better risk management practices and clearer liability allocation

By addressing concerns related to fairness, accountability, transparency, and 
privacy, AI standards promote societal welfare and enhance public trust in AI 
technologies

Assurance and Confidence

Innovation and Competitiveness

Market Access and Trade Facilitation

Risk Mitigation and Liability Management

Societal Impact and Public Trust

Benefits of AI Standards



50 Advances in the standards & applied sciences 2025; 3 (2)

Funding
This research received no specific grant from any funding 
agency in the public, commercial, or not-for-profit sectors. 

Declarations
Ethics approval and consent to participate
Not applicable.
Consent for publication
Not applicable.

Competing interests
The authors declare that they have no competing interests.

Received: Dec. 2024   Accepted: Jan. 2025
Published online: Apr. 2025

DOI:   10.22034/ASAS.2025.493351.1068

References:
[1] J. Mason, B. E. Peoples and J. Lee, “Questioning the Scope 
of AI Standardization in Learning, Education, and Training,” 
in Journal of ICT Standardization, vol. 8, no. 2, pp. 107-122, 
2020, doi: 10.13052/jicts2245-800X.822.
[2] Henrique Sousa Antunes, Pedro Miguel Freitas, Arlindo L. 
Oliveira, Clara Martins Pereira, Elsa Vaz de Sequeira, Luís Bar-
reto Xavier (Editors), Multidisciplinary Perspectives on Arti-
ficial Intelligence and the Law, Springer Cham, Dec. 2023, 
Cham, Switzerland. 
[3] ISO/DPAS 8800: Road vehicles — Safety and artificial in-
telligence, ISO, 2024. 
[4] Share Pasand, M. M. (2023). Standardization challenges 
in the IOT and AI era, Advances in the Standards & Applied 
Sciences, 1(2), pp. 1-2. 
[5] Charter, R., 2022. Ethical and trustworthy Artificial Intel-
ligence.
[6] Chapman & Hall/CRC Artificial Intelligence and Robotics 
Series , Artificial Intelligence safety and security
[7] Standards for AI Governance: International Standards to 
Enable Global Coordination in AI Research & Development
[8] Share Pasand, M. M., Tavakoli Golpaygani, S and Azadi 
Parand, F (2024). Book review: Multidisciplinary Perspectives 
on Artificial Intelligence and the Law, Advances in the Stan-
dards & Applied Sciences, 2(4), pp. 50-55. 
[9] Hagendorff, T. The Ethics of AI Ethics: An Evaluation of 
Guidelines. Minds & Machines 30, 99–120 (2020)
[10] Borenstein, J., Mahajan, H.P., Wagner, A.R., Howard, A.: 
Trust and pediatric exoskeletons: a comparative study 
of clinician and parental perspectives. IEEE Trans. Tech-
nol. Soc. 1(2), 83–88 (2020). https://doi.org/10.1109/
TTS.2020.2974990
[11]D. Pedreshi, S. Ruggieri and F. Turini, “Discrimina-
tion-aware data mining”, Proc. Proc. 14th ACM SIGKDD Int. 
Conf. Knowl. Discovery Data Mining (KDD), pp. 560-568.
[12] Elliott, David, and Eldon Soifer. “AI technologies, priva-
cy, and security.” Frontiers in Artificial Intelligence 5 (2022): 

826737.
[13] Zech, H. Liability for AI: public policy considerations. 
ERA Forum 22, 147–158 (2021). https://doi.org/10.1007/
s12027-020-00648-0
[14] THE DANGERS OF ARTIFICIAL INTELLIGENCE Preprint · 
May 2023 DOI: 10.13140/RG.2.2.22058.80326
[15] D. Lewis, L. Hogan, D. Filip and P. J. Wall, “Global Chal-
lenges in the Standardization of Ethics for Trustworthy AI,” 
in Journal of ICT Standardization, vol. 8, no. 2, pp. 123-150, 
2020, doi: 10.13052/jicts2245-800X.823.

Submit your manuscript to Advances in 
the standards and applied sciences journal 
and benefit from:

u  Convenient online submission
u  Rigorous peer review
u  Open Access: articles freely available online
u  High visibility within the field
u  Retaining the copyright to your article

Submit your next manuscript at:
journal.standards.ac.ir




