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Abstract

o

As artificial intelligence (Al) continues to advance across various sectors, the need for explicit and comprehensive
standards governing its development, deployment, and use becomes increasingly critical. Establishing high-priority
standards in the field of Al is essential to ensure responsible and ethical adoption of this transformative technology.
While numerous international standards exist, prioritizing them and assessing their alignment with domestic require-
ments are crucial steps for effective utilization at the national level. To address this challenge, we propose a multi-
dimensional approach for classifying Al standardization based on various criteria and the inherent priority of their
respective domains. By considering stakeholder preferences, we can rank and prioritize Al standards effectively. Draw-
ing inspiration from the European Union's method for prioritizing Al standards, we employ a systematic approach
based on expert criteria and indicators extracted through text mining from existing standards. Our study identifies
and introduces high-priority standards that serve as essential references for the development of national standards.
These standards contribute to responsible Al implementation and foster ethical practices across diverse contexts.
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1. Introduction

Artificial intelligence (AI) holds immense potential to
revolutionize industries, foster innovation, and reshape
our daily lives. With its wide-ranging applications across
various domains, Al is poised to become an integral part
of economic, social, and industrial sectors in the near fu-
ture. Consequently, the identification, codification, and
review of Al standards play a pivotal role in ensuring re-
sponsible development, deployment, and utilization of Al
products [1, 2, 3].

The rapid evolution of Al technology, coupled with its
dynamic nature, presents unique challenges that demand
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continuous scrutiny and comprehensive regulatory frame-
works [4, 5]. Al systems have the capacity to impact
sensitive aspects of our communities, including privacy,
security, fairness, transparency, accountability, and trust-
worthiness [6, 7]. Therefore, establishing a robust frame-
work becomes imperative—one that mitigates potential
risks, fosters trust, and safeguards the interests of diverse
stakeholders [8, 9].

While numerous standards have been developed by pri-
vate, national, and international standardization bodies
[10], the task of identifying standards relevant to specif-
ic stakeholder needs necessitates prioritization strategies
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within the vast landscape of existing standards. Priori-
tizing standards becomes a critical step when deploying
global standards in domestic applications and formulating
national Al standards. To achieve this, a comprehensive
approach is essential—one that considers the perspec-
tives of experts, policymakers, industry representatives,
and end-users of Al systems [11].

By adopting such an inclusive approach, we can pave
the way for responsible Al adoption and contribute to a
harmonized global standardization landscape. When pri-
oritizing Al standards, it is essential to consider a range
of criteria that strike a delicate balance between foster-
ing innovation and ensuring Al systems adhere to ethical
principles and legal requirements. Additionally, internal
priorities and preferences must be factored into the prior-
itization process [8, 12].

In this context, systematic indicators and step-by-step
solutions play a pivotal role. These repeatable, measur-
able criteria are of paramount importance for prioritizing
standards, as they enhance transparency, accuracy, and
comprehensiveness. By minimizing errors and biases
introduced by experts during the prioritization process,
these indicators also facilitate automation [13].

Our research highlights a significant study conducted by
the European Union (EU) on Al watch [14]. This study
systematically prioritizes Al standards based on standard
assessment indicators and examines the domains of related
standards [14]. Drawing inspiration from [14], our report
focuses on a set of international standards published by
the International Organization for Standardization (ISO),
the International Electrotechnical Commission (IEC), the
Institute of Electrical and Electronics Engineers (IEEE),
the European Telecommunications Standards Institute
(ETSI), the British Standards Institution (BSI), and the
International Telecommunication Union-Telecommuni-
cation Standardization Sector (ITU-T).Our work consid-
ers the specific requirements of domestic applications,
encompassing trustworthiness, ethical considerations,
responsibility, service quality assessment, and economic
impact and public welfare.

The contribution of this paper is as follows: To achieve
prioritization, we integrate information obtained through
text mining indicators with qualitative criteria designed
by experts. Ultimately, we identify nine high-priority
standards from a pool of 28. These standards emphasize
detailed design requirements and evaluation methods,
covering aspects such as reliability, risk, privacy, securi-
ty, safety, and bias.

In the subsequent section, we delve into the literature and
elucidate the prioritization method employed in our study.
The results obtained from this comprehensive approach
contribute significantly to the field of Al standardization.
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1.2. Literature Review

In the dynamic landscape of artificial intelligence (Al),
establishing robust standards is essential. Systematic
solutions and measurable indicators play a pivotal role in
this process, ensuring transparency, accuracy, and com-
prehensive coverage. Additionally, automation stream-
lines the evaluation and prioritization of these standards.
The Al Standards Hub website provides valuable insights
into ongoing efforts [10]. Notably, two significant studies
have tackled the automation challenge:

German Roadmap for Al Standardization [8]: This doc-
ument outlines a strategic path for standardization in Al.
It emphasizes systematic methodologies and criteria to
guide the selection and prioritization of standards.
European Union’s Al Watch Report [14]: The EU report
proposes a comprehensive and rigorous approach to stan-
dardization. By integrating various stakeholders, it aims
to harmonize Al practices across domains. This systematic
framework ensures that standards align with societal needs,
technological advancements, and ethical considerations.
In addition to these reports, several research studies delve
into prioritizing Al use cases [15-17]. These investiga-
tions contribute to a holistic understanding of Al stan-
dardization, bridging the gap between theory and practi-
cal implementation [15-17].

In the following sections, we will delve deeper into the
European Union’s systematic approach and explore the
nuances of prioritizing Al standards [14].The German
Roadmap for Al Standardization: The German Standard-
ization Roadmap on Artificial Intelligence (Al), jointly
published by DIN (Deutsches Institut fiir Normung) and
DKE (Deutsche Kommission Elektrotechnik Elektronik In-
formations technik in DIN und VDE), serves as a critical
guide in shaping Al standards [8]. Its key aspects are [8, 18]:

a) Importance of AI Standardization:

The roadmap underscores the significance of Al stan-
dardization. It advocates for a comprehensive review of
existing documents and standards to assess their compat-
ibility with Al applications. Ensuring compatibility in-
volves identifying relevant standards and incorporating
Al-related details into them [8].

b) Systematic Approach for Compatibility Assessment:
To achieve compatibility goals, a systematic approach is
essential. Information technology tools and measurable
criteria can be employed to examine various aspects of
Al The focus lies in assessing the relationship between
existing documents and Al concepts [8].

¢) SMART Standards: Toward Machine Interpretability:
The roadmap introduces the concept of SMART (Specif-



130

ic, Measurable, Achievable, Relevant, and Time-bound)
standards. These standards are transferable, understand-
able, and machine-readable. Other organizations, such as
CEN/CENELEC and ISO/IEC endorse this approach as
well.The ambitious goal is to establish machine-interpre-
table standards by 2030[8].

d) Digital Transformation of Standards:

Currently, standards are mostly published in PDF for-
mat.However, the roadmap envisions a transformation:
converting content into information that machines and
applications can comprehend.This shift will enable the
development of intermediary programs capable of ac-
cessing a readable repository of standards.The intermedi-
ary programs can automatically respond to user requests,
either from individuals or from other programs.The in-
termediary programs act as experts in the field of the Al
standards.They can partially compensate for the short-
comings of human expertise in Al standardization, espe-
cially in vertical domains.It would be possible to retrieve
specific Al requirements or aspects with these systems in
place [8].

e) Categorization of Al Standards:

The roadmap examines existing Al standards, ongoing
projects, and standardization organizations.These entities
are evaluated based on their association with seven Al
topics [8]:

 Foundational principles

Ethics and Al

* Quality

» Compliance measurement and certification

* IT security in Al systems

* Industrial automation

* Transportation and legislation

Al in healthcare

Similar categorizations are also mentioned in [19].Stan-
dards are initially divided into six main groups [19]:
 Foundational

* Platform/support

» Key technologies

* Products and services

* Applications

* Security/ethics

Each category is further dissected into subcategories [19].

f) Measurable Indicators and Future Directions:
While the roadmap provides valuable insights, a system-
atic approach based on measurable indicators has not
been explicitly presented for these classifications [8].
In summary, the German Roadmap for Al Standardization
charts a strategic course toward machine-interpretable
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standards, leveraging technology, systematic approaches,
and interdisciplinary collaboration. By bridging the gap
between human expertise and Al, we pave the way for a
standardized Al landscape that benefits society at large [8].
The European Union’s study on Al watch: The Europe-
an Union’s study on Al watch [14] is the only study that
introduces a methodical framework for assessing Al stan-
dards. This approach systematically incorporates indicators
to measure standards, ensuring their relevance and effective-
ness. Here are the key steps outlined in this study [14]:

a) General Study and Collection of Standards:
Initially, a comprehensive study of existing standards
related to Al is conducted.Standards pertinent to Al are
meticulously collected and reviewed [14].

b) High-Level Mapping to Desired Requirements:

In the second step, a high-level analysis takes place.
Identified standards are mapped to specific requirements,
such as [14]:

» Data and data governance

 Technical documentation

* Record-keeping

 Transparency and information for users

* Human oversight

* Accuracy

* Robustness and cybersecurity

* Risk management system

* Quality management system

This mapping relies on expert opinions and abstracts of
the standards [14].

¢) In-Depth Analysis and Prioritization:

The third step involves an in-depth analysis of standards.
Numerical indicators are derived from direct textual
alignment with the requirements.These indicators form
the operationalization index.Additionally, other indica-
tors, such as generality of domain, compliance with reg-
ulations, standard type, and maturity level, contribute to
the suitability index.By systematically prioritizing stan-
dards using these indices, gaps can be identified [14].

d) Identifying Gaps and Providing Recommendations:
The fourth step focuses on potential gaps. Recommenda-
tions are offered to enhance existing standards.Overall,
this systematic process ensures that Al standards align with
evolving needs and technological advancements [14].

In summary, the European Union’s approach emphasizes
both rigor and practicality, enabling stakeholders to pri-
oritize standards effectively and drive Al standardization
forward [14].

Other relevant studies: In the realm of artificial intelli-
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gence (Al), prioritizing use cases is crucial for efficient
resource allocation and strategic decision-making. This
subsection outlines systematic methods for identifying
and ranking AI use cases, considering factors such as
economic value, strategic alignment, and ease of imple-
mentation[15-17].

a) Clustering Approach:

The authors of [15] employ an iterative clustering ap-
proach to group closely related Al use cases. By analyz-
ing factors such as required data, necessary Al capabili-
ties, and applicable products or applications, this method
identifies clusters with higher indicator values. These
categories are evaluated based on value (economic val-
ue and strategic alignment), and ease of implementation
(data, algorithm, process/system, and required expertise).
Clusters with higher indicator values receive higher pri-
ority.Notably, this approach can be adapted to prioritize
standardization efforts within the Al domain. By modify-
ing specific criteria, it becomes a valuable tool for identi-
fying standardization use cases.

b) Healthcare Domain Insights:

A comprehensive review study conducted in the health-
care domain provides valuable insights for successful Al
application in healthcare organizations [16].Key priori-
ties include [16]:

» Data Governance: Establishing robust practices to en-
sure data quality, privacy, and security.

* Investment in Infrastructure: Allocating resources for
novel data and analytical infrastructure.

 Skill Gap Mitigation: Addressing workforce skill gaps
through training and upskilling.

* Strategic Collaborations: Fostering partnerships to en-
hance Al adoption.

 Transparency and Reproducibility: Leveraging good Al
practices.

» Fairness and Bias: Explicitly addressing fairness con-
cerns in Al applications.

These priorities align with best practices across various
Al domains, emphasizing a holistic approach [16].

¢) Measurable Criteria for Prioritization:

In another study, high-priority application areas for im-
plementing Al technology were identified using the CO-
PRAS method [17].A panel of 150 experts collaborated
to identify priority areas within the AI landscape.The
following domains emerged as high-priority application
arcas [17]:

» Economic Applications: Leveraging Al for economic
growth, productivity enhancement, and business compet-
itiveness.

» Transportation: Enhancing transportation systems
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through Al-driven solutions.

e Urban and Interurban Management: Optimizing urban
infrastructure, traffic management, and city planning.

* Governance: Applying Al to improve government ser-
vices, policy-making, and administrative efficiency.

* COPRAS (Comprehensive Proportional Assessment)
employs multiple measurable criteria, including:

o Enhancing National Competitive Advantage: Align-
ing Al initiatives with national goals.

O  Product Quality and Performance: Ensuring adher-
ence to quality standards.

o Cost Reduction: Identifying cost-effective Al solutions.
o Human Resource Accessibility: Assessing ease of ac-
cess to skilled personnel.

o Data Privacy Preservation: Prioritizing privacy-con-
scious practices.

o Energy and Water Consumption Optimization: Ad-
dressing sustainability.

o Fundamental and Applied Al Research: Encouraging
innovation.

o Diversity of Al Applications: Fostering a wide range
of use cases.

o Technical Knowledge Accessibility: Facilitating ac-
cess to native expertise.

o Time Urgency: Considering time-sensitive applica-
tions.

o Market Demand: Responding to industry needs.

o Software and Hardware Infrastructure Accessibility:
Ensuring necessary resources.

o Problem Detection and Corrective Actions: Building
robust Al systems.

o Data Accessibility: Availability of relevant data.

o Industry-Academia Collaboration: Promoting knowl-
edge exchange.

o Compatibility with Existing Technology Transfer In-
frastructures: Seamless integration.

o Impact on Unemployment: Balancing workforce im-
plications.

o Organizational Readiness: Preparing institutions for
Al adoption.

By combining systematic methods, expert insights, and
measurable criteria, organizations can holistically prior-
itize Al use cases. Strategic allocation of resources and
alignment with broader goals will drive successful Al
standardization efforts [17].

2. Material and methods

In this paper, we adopt a prioritization method informed
by a systematic study conducted by the European Union
[14]. Our goal is to prioritize standards based on measur-
able criteria, ensuring that each standard’s overall value is
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quantified relative to others. To achieve this, we employ
two distinct categories of criteria:

a) Expert Criteria:

o Derived from input provided by domain experts, this
category captures specific criteria relevant to standard-
ization.

o Experts assign values to these criteria based on well-de-
fined definitions. Their insights contribute to the overall
prioritization process.

b) Text Mining Criteria:

o The second category emerges from text mining the
documents associated with target standards.

o By analyzing these documents, we extract valuable
information related to the standards’ significance, appli-
cability, and impact.

In this section, we delve into the details of each criterion,
shedding light on how they collectively inform our sys-
tematic approach to prioritization.

2.1. Expert criteria

Eight criteria were considered by the experts in the field.
The results of the evaluation of the experts are presented
in Table 3.

Reliability (R): According to [20], reliability refers to a
qualitative feature or ability of a system related to one
of its critical performance metrics (positive or negative),
such as accuracy, inaccuracy, accessibility, failure rate,
responsiveness, etc. By adhering to the principles of re-
liability, we can ensure that the machine learning system
functions as expected during deployment, avoids failure,
and complies with the relevant execution constraints [21].
Sub-criteria are introduced in this study to further exam-
ine reliability. The sub-criteria include privacy, data gov-
ernance and integrity, security, independence and control,
diversity, non-discrimination and fairness, accountability,
explainability and transparency, resilience, safety, stabil-
ity and sustainability, objectivity (impartiality, scientific-
ness), accuracy, auditability, representativeness, technical
robustness and safety. Ethics and Responsibility (EA):
Considering the impact of artificial intelligence appli-
cations on human users, adherence to ethics and respon-
sibility is especially important in sensitive applications
such as medicine, law, and finance [22-24]. Anthropocen-
tricity, human agency and supervision, operationalization
of ethical values, ethical design of privacy, and the con-
sideration of the responsibilities of various stakeholders
in the Al product market determine the presence of this
criterion in an Al system. Additionally, monitoring mech-
anisms, accountability, and auditing and damage com-
pensation ability provide tools to ensure compliance with
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this principle.

Quality and Conformance Assessment (QCA): Assess-
ing the quality and compliance of artificial intelligence
systems with the expected performance criteria and exist-
ing regulations and requirements is of great importance
[25]. The use of measurable criteria in the evaluation
process helps improve reproducibility, mitigate bias, and
control the system’s performance, especially in the de-
ployment phase. Some factors involved in estimating this
criterion include: the development of successive testing
and validation methods, testing requirements, models,
and data, precise definition of evaluation criteria, con-
tinuous assessment of the system to understand critical
cases, scalability, establishing a reference model for eval-
uation and interoperability, and designing practical, qual-
itative, and terminological standards.

Prioritized Application Domain (PAD): The closer the
standard domain is to the specified priorities in laws, reg-
ulations, and policies, and the closer it is to domains with
competitive advantages in the country, the higher the pri-
ority it has. Additionally, the domains of activity of the
most important and largest Al companies in the country,
as well as the areas with higher potential for adoption in
the industry, have higher priorities in terms of practicality.

Economic Influence and Public Welfare (EPW): Con-
sidering the potential of artificial intelligence to impact
various economic aspects, standards focusing on eco-
nomically impactful domainsand public services can be
of higher importance. For example, standards related to
the Internet of Things (IoT), industrial and financial stan-
dards, or standards related to the support of Al products
can help improve service quality, facilitate economic pro-
cesses, and ensure public welfare.

Domain and Application Generality (DAG): The
broader the standard at the application level or domain
level, (essentially, if a standard is horizontal), the more
likely it covers broader concerns and can be more useful
in more applications. Another sub-criterion that can be
considered in the qualitative measurement of this index
is the lack of standards related to the domain. The greater
the gap between the requirements and current standards,
the higher the priority of developing the standard.

Supply Chain Score (SCS): The supply chain includes
data suppliers, computational and storage infrastructures,
algorithm and model implementers, and software devel-
opers and deployers. They are directly involved in im-
plementing standards and have the responsibility of com
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pliance with standards in order to meet the requirements
of all stakeholders. Therefore, it is necessary to measure
how they score the quality and possibility of compliance
with a standard and consider this in the prioritization of
standards.Publisher Score (PS): This criterion determines
the degree of credibility of a standard’s verifier and pub-
lisher organization. Documents published by reputable
organizations such as the ISO receive a higher score.

2.2, Text Mining criteria

In this step, a systematic method similar to the method
proposed by the European Union [14] is used. This meth-
od utilizes text mining based on the keywords related to
the requirements of this study to increase the accuracy of
the analysis. For this purpose, an operationalization in-
dex (OI) is defined to match questions and documents,
which is based on text mining methods. In the next step,
the combination of the operationalization index with the
qualitative criteria provided by the domain experts is
used to create an overall suitability index. Higher prior-
ity standards can be identified based on this suitability
index and other sub-criteria such as the overall operation-
alization or the operationalization of the requirements. In
this study, based on expert opinions, four requirements,
namely “reliability”, “ethical considerations and respon-
sibility”, “service quality measurement”, and “economic
impact and public welfare”, have been selected as import-
ant primary requirements. These requirements are broken
down into finer sub-requirements listed in Table 1.

In this study, the operationalization index for each stan-
dard is defined based on a search for the sub-require-
ments in the text of the standard. Essentially, a set of
sub-requirements is used to describe the requirement.
To determine the relevance of each sub-requirement to
the target standard, the TF-IDF score [26] between the
standard text and the sub-requirement (as a question in
retrieving information from documents) has been used.
This score is calculated for each word based on its fre-
quency in a specific document and its rarity in the entire
corpus of the documents.

Xglk ()
Ol,(s)=H— " 2)

1<1I, <n,

If the TF-IDF score of a specific standard s for a sub-re-
quirement 1, (i.e. TF-IDF(subreq.#l,s)) in Equation
3) is higher than the average score for all documents
(i.e., average (TF-IDF(subreq.#l,s)) in Equation 3), we

o]

0 ow.
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consider it relevant (0, (s) =1), otherwise, we consider it
irrelevant (0, (s) =0). The rest of the calculations follow
the Equations (1-3). The rest of the calculations follow the
formulas (1-3). In these formulas, s refers to a standard in
the target set of the study. k is an index corresponding to
one of the four requirements mentioned in the previous
paragraph, and I(k) is the index of the sub-requirement
among the n, sub-requirements of requirement k.

24: Ol (s)
Ol(s)= céunter(s) M
counter(s)=|OI,(s) #0] 2)

The goal of the operationalization index is to provide a
radar chart for each requirement, showing which one of
the analyzed standards is closer to the various goals of
that requirement. Textual compatibility plays a role in the
formula. Therefore, operationalization is defined as the
existence of a common string of text between the stan-
dard and the description of the requirement. As a result,
this method is compatible with the proposed solution for
converting standards into machine-readable texts [8], as
it utilizes text processing and information retrieval. It is
important to note that in Equation (1), the operational-
ization index for the target standard is normalized by the
number of related requirements (with non-zero operation-
alization), not by the total number of requirements. This
choice ensures that the weights of standards that are only
relevant to a limited subset of requirements are not re-
duced by uniform normalization across all standards. As
a result, such standards are not unfairly penalized.

2.3.The Final criterion

In the end, the expert criteria and the text mining criteri-
on are combined using a linear relationship to obtain the
final criterion. A suitability index (SI) can be calculated
using equation (4) for each standard. In this equation, w,
values are positive weight coefficients that adjust the im-
portance of an aspect compared to the other aspects. The
nine criteria of Reliability (R), Ethics and Responsibili-
ty (EA), Quality and Conformance Assessment (QCA),
Prioritized Application Domain (PAD), Economic Influ-
ence and Public Welfare (EPW), Domain and Application
Generality (DAG), Supply Chain Score (SCS), Publisher
Score (PS) used in equation (4), are explained in details
in section 2-1, By choosing the weight coefficients based
on the perspectives of important stakeholders, different

1 TF - IDF(subreq.#l,,s) > average(TF — IDF (subreq.#1,,s))

3)
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Table 1. The considered criteria for systematic prioritization of standards

Sub-requirement

requirement

privacy, data governance, data integrity, security, autonomy, control, diversity, non-
discrimination, justice, responsibility, explainability, transparency, resilience,
stability, safety, objectivity, impartiality, neutrality, scientificness, avoidance of
bias, accuracy, revisability, representative, robustness, reliability, repeatability,
cybersecurity, regulatory compliance, accessibility

human-centered, human oversight, value system, ethical design, accountability and
governance, auditability, tradeoffs and redress

technical requirements, quality backward chain, re-evaluation design, test criteria,
risk management, risk assessment, critical state, interoperability, scalability,
compatibility

manufacturing, agriculture, transportation, health, education, trade, logistics,

finance, home, government, public, security, city, environmental protection, court,
big data, connected devices and Internet of Things, edge computing, smart sensors
and data storage and transmission devices, natural language processing, intelligent

Reliability

Ethical considerations and
responsibility

Quality of service assessment

Economic Influence and Public
Welfare

speech, computer vision, recognition of biometrics features, virtual reality and
augmented reality and human-computer interaction, transportation systems and

vehicles, smart terminals and smart devices.

SI =

W xOL+w, x R+ wy X EA+w, x QCA + wy x PAD + wg x EPW +w, x DAG +wy x SCS + wy x PS

9
2%,
n=1

interpretations of the importance of the standards can be
derived. Two examples of these interpretations and their
results from the perspective of “Al product developers”
and “regulators” are reported in Section 3.4.

3. Results

In this section, we first introduce the corpus of target
standards. Then, we report the values of the expert crite-
ria and the results obtained for the operationalization in-
dex. Finally, we calculate the suitability index using two
different weighting methods. The results are presented in
the form of tables and radar charts.

3.1.The population of studied standards

The population of initial standards used for prioritization
in this study includes 28 standards, as shown in Table 2.
The standards are selected based on the availability of
their texts for calculating text mining-based criteria (refer
to [10] for examples of the standards).

3.2. Prioritization considering the criteria of experts
and operationalization

For each standard under study, the criteria introduced in
section 3 are assigned values by five expert individuals in
the field of artificial intelligence. These experts have PhD
or master’s degrees in the fields of artificial intelligence,
electrical engineering, or industrial engineering, and have
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Fig 1. Radar diagram of operationalization index for the
standards of the target population

more than three years of experience in the field of artificial
intelligence. During this process, key information about
the standards, including titles, general descriptions, ob-
jectives, scope of application, stakeholders, requirements,
publishing process, and their operationalization are pro-
vided to the experts. Furthermore, the operationalization
index is calculated through text mining using the equations
in section (3-2) and is presented in Table 4. The radar chart
of the standards for the overall operationalization index is
shown in Figure 1. To categorize the standards into differ-
ent priority levels, the following intervals are used: very
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Table 2. Population of target standards in this study
Standard name Standard ID Standard name Standard ID
Connected and automated vehicles — BSI FLEX 1890 Information technology — Cloud computing
Vocabulary v2.0 and distributed platforms — Data sharing ISO/IEC 23751
Experi;ntial Networkeq Intelligenc.e (ENI); ETSI GR ENIT 004 agreement (DSA) framework _
Terminology for Main Concepts in ENI Information technology — Artificial
Securing Artificial Intelligence (SAI); ETSI GR SAT 004 intelligence — Guidance on risk management ISOMEC 23894
Problem Statement Information security, cybersecurity and
SmartM2M; Artificial Intelligence and the ETSI TR 103 674 privacy protection — Governance of ISO/IEC 27014
oneM2M architecture information security
Information technology — Artificial
intelligence (AI) — Bias in Al systems and Al ISO/IEC TR 24027
aided decision making
Information technology — Artificial
intelligence — Overview of trustworthiness in ISO/IEC TR 24028
artificial intelligence
Artificial Intelligence (AI) — Assessment of
the robustness of neural networks — Part 1: ISO/IEC TR 24029-1
Overview
Automation systems and integration — The
Big Picture of standards RO ZEIY
Use cases and requirements for multimedia
Network Technologies (NTECH); Autonomic communication enabled vehicle systems using ITU-T F.749.4
network engineering for the self-managing artificial intelligence
Future Internet (AFI); Scenarios, Use Cases Premium cable network platform — Framework ITU-T J.1600
and Requirements for Autonomic/Self- Data centre infrastructure management system
Managing Future Internet based on big data and artificial intelligence ITU-T L.1305
technology
Framework of artificial intelligence enhanced
telecom operation and management (AITOM) LUOA T Bilta
Machine learning marketplace integration in
future networks including IMT-2020 ITU-TY 3176
Manufacturing — Establishing and
implementing a security-minded approach — PAS 1085
Specification
i i i Connected automotive ecosystems — Impact of
IEEE Standard ;?:kngssi):st; E;Jtsmess Security IEEE 2813 ooutity on safoty Cofie ofpract é’e PAS 11281
IEEE Standard for Data Privacy Process IEEE 7002 Data collection and management for
Information technology — Big data — ISO/EC 20546 automated vehicle trials for the purpose of PAS 1882
Overview and vocabulary incident investigation — Specification
Information technology — Cloud computing ISO/IEC 22123-1 Operational Design Domain (ODD) taxonomy
— Part 1: Vocabulary for an automated driving system (ADS) — PAS 1883
Information technology — Artificial Specification
intelligence — Artificial intelligence concepts ISO/IEC 22989 Managing the Development of Artificial - SAECRB 1

and terminology

high priority for 0.7<OI, high priority for 0.5<0I<0.7, me-
dium priority for 0.3<0I<0.5, low priority for 0.1<0I<0.3,
and very low priority for OI<0.1. Two standards, ISO/IEC
TR 24028 and ISO/IEC 22989, addressing trustworthi-
ness in Al and Al concepts and terminology, respectively,
have high operationalization, while the remaining stan-
dards have medium, low, or very low operationalization.
As shown in Table 4, for each of the four requirements,
“reliability” and “economic influence and public welfare”
have two standards with high or very high priority, while
“ethics and responsibility” has six standards with high or
very high priority. For the last requirement, “service qual-
ity measurement,” seven prioritized standards are identi-
fied, although five of them have an operationalization val-
ue of 0.5, which is considered a threshold value. Therefore,

Intelligence Software

based on the standard corpus studied in this work, the two
requirements of “trustworthiness” and “economic impact
and public welfare” require more attention and the publi-
cation of more standards.

3.4. Final prioritization of standard based on differ-
ent perspectives

In this section, the standards are prioritized based on the
final criterion, which is the suitability index. The suitabili-
ty index is a type integrating dataset resulting from expert
opinions and text mining, and takes advantage of both types
of criteria while mitigating their disadvantages by combin-
ing them. Experts can use more complex reasoning com-
pared to text mining, but they might overlook some parts
of the standard or existing features due to low accuracy and
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Table 3. The Value of expert criteria for each standard (Values are assigned from 1 to 5, where 1 is minimum and 5 is
maximum value)

Generality Economic

Sppl and Influence  Prioritized
Publisher PPV diversity of L Quality and .
Chain . and Application Ethics and L
Score Domain . . Conformance o Reliability ~ Standard ID
Score Public Domain Responsibility
and Assessment
. Welfare
Application
BSI FLEX
4 3 3 4 2 2 2 2 1890
ETSI GR
4 3 3 3 2 2 2 2 ENI 004
ETSI GR
4 3 3 4 2 3 4 4 SAT 004
ETSI TR
4 3 3 3 3 3 3 3 103 674
ETSI TS 103
4 3 3 3 3 3 3 3 194
4 4 4 3 4 4 4 4 IEEE 2813
4 5 5 3 4 4 4 4 IEEE 7002
ISO/IEC
5 3 3 3 2 2 2 2 20546
ISO/IEC
5 3 3 3 2 2 2 2 23123-1
ISO/IEC
5 3 3 3 2 2 2 2 22989
ISO/IEC
5 3 3 3 3 2 2 2 23571
ISO/IEC
5 4 4 3 3 4 4 4 23894
ISO/IEC
5 4 4 2 3 4 4 4 sty
ISO/IEC TR
5 5 5 3 2 3 5 5 24027
ISO/IEC TR
5 5 4 2 2 3 5 5 24028
ISO/IEC TR
5 5 5 2 4 5 4 4 24029-1
ISO/TR
5 3 3 4 4 2 2 2 23087
ITU-T
4 5 5 4 4 3 3 3 F.749.4
ITU-T
4 3 3 3 3 3 3 3 7.1600
ITU-T
4 3 3 3 3 3 3 3 L.1305
ITU-T
4 3 3 3 3 3 3 3 M.3080
ITU-T
4 3 3 3 3 3 3 3 Y.3176
4 4 4 5 2 4 4 5 PAS 1085
4 4 4 3 3 4 4 4 PAS 11281
4 5 5 3 4 4 4 4 PAS 1882
4 3 3 4 4 3 3 3 PAS 1883
4 4 4 2 3 4 4 4 SAE CRB 1




Advances in the standards & applied sciences 2024; 2 (3)

Table 4. Resulted values for the operationalization and suitability indexes

OlI for
“economi
c
influence
and
public
welfare”

0.20

0.8

0.48

0.36

0.28

0.48

0.24

0.32

0.32

0.52

0.32

0.24

0.28

0.24

0.60

0.36

0.32

0.36

0.32

0.16

0.20

0.04

0.28

0.36

0.24

0.20

0.08

Ol for
“quality of

service
assessment

0.10

0.10

0.30

0.20

0.50

0.20
0.60

0.10
0.20

40.0
0.20
0.50

0.50

0.30

0.50

0.40

0.30
0.10
0.00
0.10
0.50
0.20
0.10
0.70
0.20
0.00

0.40

Ol for
“responsibility

0.57

00.0

0.57

00.0

0.29
0.43

00.0
0.29

0.57
00.0
0.71

0.29

0.71

0.43

0.29
0.43
0.00
0.14
0.00
0.00
0.14
0.43
0.00
0.14

0.43

OI for
“reliability

0.24

0.48

0.17

0.10

0.31
0.48

0.24
0.14

0.52
0.31
0.31

0.28

0.28

0.72

0.34

0.14
0.24
0.24
0.07
0.03
0.24
0.38

0.34

or
interval

low

low

mediu

low

low
mediu

mediu
m

low

low

high

low

mediu

mediu

mediu

high

mediu

low
low
low
low

low

very
low

low
mediu

low

low

low

oI

0.3

0.2

0.2

0.2

0.1

0.2

0.0

0.1

0.4

0.2

0.1

0.2

SI interval
(perspectiv
e2)

high

high

high

high

high
very
high
very
high
high

high

high
high
high
high

very
high
very
high
very
high
high

very
high

high
high
high
high

very
high

high

very
high

high

high

SI
(perspectiv
e3)

0.54

0.52

0.59

0.60

0.56

0.76

0.74

0.84

0.81

0.86

0.59

0.80

0.60

0.59

0.60

0.58

0.76

74.0

83.0

62.0

0.71

SI
(perspectiv
e2)

medium

medium

high

high

high

high

high

medium

medium

high

medium

high

high

high

high

high

high
high
high
high
high
high
high
high
high
high

high

SI
(perspectiv
el)

0.47

0.43

0.69

0.73

0.45

0.45

0.70

0.65

0.72

0.73

0.73

0.65

0.55

0.53

0.55

0.52

0.71

0.69

0.70

0.63

Standard
ID

BSI
FLEX
1890
ETSI
GR ENI
004
ETSI
GR SAI
004
ETSI
TR 103
674
ETSI
TS 103
194
IEEE
2813
IEEE
7002
ISO/IE
C 20546
ISO/IE
C
22123-1
ISO/IE
C 22989
ISO/IE
C 23751
ISO/IE
C 23894
ISO/IE
C 27014
ISO/IE
CTR
24027
ISO/IE
CTR
24028
ISO/IE
CTR
24029-1
ISO/TR
23087
ITU-T
F.749.4
ITU-T
J.1600
ITU-T
L.1305
ITU-T
M.3080
ITU-T
Y.3176
PAS
1085
PAS
11281
PAS
1882
PAS
1883
SAE
CRB 1
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Table 5. The set of weights corresponding to the priorities of Al requlators
parameter Wi W, W3 Wy W;s W W5 W;s Wo
value 1 0.75 0.75 0.75 0.5 0.75 0.5 0.25 0.25
Table 5. The set of weights corresponding to the priorities of Al developers
parameter Wi W, W3 Wy W;s Ws W7 Ws Wy
value 3 4 4 4 4 4 8 12 4

From the
perspective of
regulators

Fig 2. Radar diagram of the suitability index from the per-
spective of requlators

efficiency at some times. By merging these two groups of
criteria, we can benefit from both the logical conclusions of
the experts and the accuracy and comprehensive coverage
of the standards by text mining. To calculate this criterion
using equation (4), the coefficients w, must be quantified.
In fact, the set of different values for these coefficients ad-
just the relative importance of the sub-criteria. As an exam-
ple, the following weight categories are presented based on
the priority level of the sub-criteria from the perspective of
two important stakeholder groups:

Perspective 1: The Regulators of Artificial Intelligence
This group of stakeholders is important as they are re-
sponsible for the approval and finalization of artificial
intelligence standards. They are considered powerful
stakeholders [27]. The following coefficients have been
considered by domain experts for the perspective of this
group of stakeholders. It is expected that the text min-
ing-based criterion is significant for this stakeholder
group since it benefits from the correspondence between
the text of the written standards and the keywords of the
essential requirements. The qualitative criteria of the ex-
perts, which are closer to the requirements, have been

aoeds spJepuess |y

Fig 3. Radar diagram of the suitability index from the per-
spective of Al products’supply chain

given the most weight after the text mining criterion. The
set of weights corresponding to these stakeholders is pre-
sented in Table 5.

Perspective 2: Artificial Intelligence Supply Chain
This group of stakeholders is directly involved in the im-
plementation and execution of artificial intelligence stan-
dards. Their role is to create infrastructures, models, and
Al-based applications while ensuring the fulfillment of
the requirements of other stakeholders in the final system
or the providing for their fulfillment in the post-produc-
tion stage. The following values have been considered for
the coefficients, where the supply chain score (SCS) has
the highest weight compared to others. The set of weights
corresponding to this group can be seen in Table 6.
Finally, based on these two weight categories, two types
of suitability indexes are calculated and presented in Ta-
ble 4. The prioritization ranges are similar to the opera-
tionalization index. For 0.75 < SI, standards have very
high priority, for 0.5 < SI < 0.75, they have high priority,
for 0.25 < CI < 0.5, they have medium priority, for 0.1 <
SI < 0.25 they have low priority, and for SI < 0.1, they
have very low priority. Radar diagrams in Figure 2 and
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Figure 3 show the prioritization categories according to
the perspectives. In general, nine standards were identified
as high or very high priority standards by both perspectives:

- ISO/IEC TR 24027

- ISO/IEC TR 24028

- ISO/IEC TR 24029-1
- ISO/IEC 23894

- ITU-TF.749.4

- IEEE 7002

- IEEE 2813

- PAS 1085

- PAS 1882

4. Conclusion

In this study, artificial intelligence standards are evaluat-
ed from the perspective of domain experts and system-
atic text mining-based criteria. Following the European
Union’s study, we redefined the suitability and operation-
alization criteria for the standards and prioritized the cor-
pus of available standards. Finally, considering the num-
ber of high and very high priority standards according to
Table 4, among the desired requirements, “trustworthi-
ness” and “economic influence and public welfare” had
a larger gap with the target standards. This indicates the
need for further publication of related standards or ex-
pansion of the target standard corpus to address these two
requirements. Additionally, in terms of the operational-
ization index, ISO/IEC TR 24028 and ISO/IEC 22989,
and in terms of suitability index, in common with per-
spectives of regulators and artificial intelligence supply
chain, ISO/IEC TR 24027, ISO/IEC TR 24028, ISO/IEC
TR 24029-1, ISO/IEC 23894, ITU-T F.749.4, IEEE 7002,
IEEE 2813, PAS 1085, and PAS 1882, were identified
as high priority standards. The content of these standards
can be summarized as follows:

ISO/IEC TR 24027: This standard discusses bias in ar-
tificial intelligence systems and Al-based decision-mak-
ing. It describes the measurement and evaluation meth-
ods for bias that are important in identifying weaknesses
caused by bias in a system. Various stages of the system’s
life cycle, including data collection, training, continuous
learning, design, testing, evaluation, deployment, and uti-
lization, are examined in terms of bias within the frame-
work of this document.

ISO/IEC TR 24028: This standard studies reliability in
artificial intelligence systems. In other words, it explains
methods for ensuring reliability in Al systems through
transparency, explainability, and controllability. It dis-
cusses engineering errors and common risks associated
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with Al systems and provides solutions to mitigate them.
It also addresses methods of evaluation and achieving ac-
cessibility, flexibility, trustworthiness, accuracy, safety,
security, and privacy in Al systems.

ISO/IEC TR 24029-1: This standard examines various
existing methods for assessing risks related to the reli-
ability of neural networks. These methods are widely
used in industry, governance, and education. The stan-
dard provides the necessary background to understand
these methods.

ISO/IEC 23894: This standard discusses risk manage-
ment in the development, production, deployment, and
utilization of Al services and systems by organizations.
It explains effective implementation strategies and the
application of risk management in Al-related activities
within a system, which can be customized to fulfill the
organization’s needs.

ITU-T F.749.4: This standard addresses the applications
and requirements of Al-based transportation systems
equipped with multimedia communication. It includes
general aspects, high-level architecture, network and
service requirements, as well as functional and non-func-
tional requirements.

IEEE 7002: This standard includes the requirements of
an engineering process for applying privacy consider-
ations to products, services, and systems involved with
the personal data of employees, customers, and external
users that flow throughout the system’s life cycle. By re-
lying on a use case and model, this standard introduces
procedures, diagrams, and a list of tasks that allow users
assessing product compliance with privacy guidelines.

IEEE 2813: This standard describes methods for assess-
ing security risks in user behavior, applied analysis layer,
and fundamental analysis layer for big data.

PAS 1085: This standard considers the requirements for
security management in construction and manufacturing
organizations. Its goal is to protect organizational liability
and reputation, intellectual property, safety and security
of production privileges, and the integrity of manufac-
tured products. In addition, some methods for meeting
the requirements in the standard are examined.

PAS 1882: This standard focuses on the requirements for
collecting, maintaining, storing, and sharing data during
tests of autonomous vehicles.

The selected standards are mostly concerned with spec-
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ifying requirements and evaluation methods for issues
including reliability, system risk, privacy, security, safety,
and bias. Detailed requirements and the existence of mea-
surement criteria can help assess the quality and compli-
ance of systems with the standards. Using the measure-
ment criteria is essential for adhering to the standards,
since without quantifying a system’s strengths and weak-
nesses in different domains, its compliance with relevant
standards cannot be ensured. Moreover, these methods
can help identify areas in which the system needs im-
provement and can reveal the current gaps between the
existing system and the standard system. In the next step,
by selecting and applying appropriate standards and en-
hancing Al systems, these gaps can be addressed.

The approach used in this paper is presented merely as an
example of using this systematic solution for prioritizing
standards and introducing its domestic cases. It is neces-
sary to repeat this study with a larger population of stan-
dards and focusing on the requirements resulting from a
conversation with stakeholders to achieve a more precise
refinement for national purposes.
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